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hereinafter referred to as the “Master Agreement”, 
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1. [bookmark: _Ref506215344][bookmark: _Toc512488838]Introduction
The Data Processor is a common service provider and therefore a data processor for number of suppliers of specialist health services in the South-Eastern Norway Health Region. 
The Data Processor and Subcontracting Data Processor, referred to jointly as the “Parties”, have entered into this subcontracting data processor agreement, hereinafter referred to as the “Subcontracting Data Processor Agreement”.
The Parties have agreed on the following in order to achieve adequate guarantees with regard to the protection of privacy and other fundamental rights for those whose personal data is transmitted from the Data Processor to the Subcontracting Data Processor.
1.1. [bookmark: _Toc512488839]Footnotes
Where reference is made to documentation or information by footnotes with an electronic URL, the Subcontracting Data Processor and any subcontractors must ensure that he reads and understands them. 
If the electronic URL does not work, or if the Subcontracting Data Processor cannot otherwise retrieve the information to which reference is made, it is the responsibility of the Subcontracting Data Processor to request such information and have it sent.   
1.2. [bookmark: _Toc512488840]Definitions
The Subcontracting Data Processor Agreement shall be understood on the basis of the following definitions:

	Personal Data Protection Legislation: 
	The Personal Data Protection Regulations are to be understood as:
1. Personal Data Act of 2000; Implementation of the European Union’s Data Protection Directive 95/46/EEC and Privacy and Electronic Communications Directive (2002/58/EC) into Norwegian law;
1. The GDPR (General Data Protection Regulation); Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016. Unless otherwise specifically stated, any reference to the GDPR shall be understood as a reference to the implementation of the GDPR into Norwegian law;
1. The Privacy and Electronic Communications Regulation; proposal for Regulation 2017/0003 of the European Parliament and of the Council (Regulation on Privacy and Electronic Communications), if and from when the regulation is adopted and implemented into Norwegian law;
1. Any other applicable Norwegian acts and regulations that regulate the Data Processor’s processing of Personal Data, including acts that implement the GDPR, as well as sectoral legislation of relevance to the processing of Health Data. 

	Personal Data:
	Any information relating to an identified or identifiable natural person (“the data subject”), cf. GDPR Art. 4 (1). Personal Data also encompasses Health Data.

	Health Data:
	Any information related to the physical or mental health of a natural person, including the provision of health care services, which reveal information about his or her health status, cf. GDPR Art. 4 (15), as well as genetic and biometric data, cf. same article (13) and (14). 

	Processing:
	Any operation or set of operations which is performed on personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction, cf. GDPR Art. 4 (2).

	Breach of Personal Data Security:
	A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed. Such a Breach of Personal Data Security is not dependent on a breach of the Personal Data Protection Regulations, cf. GDPR Art. 4 (12).

	Data Controller:
	Natural or legal person, which, alone or jointly with others, determines the purposes and means of the processing of Personal Data, cf. GDPR Art. 4 (7).

	Data Processor:
	Natural or legal person, which processes Personal Data on behalf of the Data Controller, cf. GDPR Art. 4 (8).

	Master Agreement:
	The Master Agreement regulates the commercial matters related to the deliveries from the Subcontracting Data Processor, and it regulates, among other things, the requirements that apply to the delivery and what the delivery will cost. 


	Regional and Internal Management System for Information Security:
	

	Service Agreement:
	The Service Agreement regulates the commercial matters related to the deliveries from the Data Processor, and it regulates, among other things, what can be ordered, what requirements apply to the delivery and what price mechanisms will apply.


	Subcontracting Data Processor:
	Natural or legal person who processes Personal Data on behalf of the Data Controller.

	Subcontractor:
	Natural or legal person contracted by the Subcontracting Data Processor, intentionally or not, to perform processing activities on behalf of the Data Controller.

	Third-party state or international organisation
	Transmission of Personal Data that is processed or will be processes after transmission to a third-party state or an international organisation that does not ensure an adequate level of protection without there being grounds for transmission, for example, to countries outside of the EEA area.




2. [bookmark: _Toc512488841]Purpose of the Subcontracting Data Processor Agreement
The purpose of this Subcontracting Data Processor Agreement is to regulate the Subcontracting Data Processor’s Processing of Personal Data on behalf of the Data Processor in connection with the Master Agreement, and possibly in connection with the Service Agreement[footnoteRef:1].  [1:  Hyperlink to the Service Agreement] 

The Subcontracting Data Processor Agreement shall ensure that the Personal Data is processed in accordance with the requirements in the Personal Data Protection Legislation in force at any given time, and that the Personal Data is only processed in accordance with this Subcontracting Data Processor Agreement and any documented instructions from the Data Controller.
The Subcontracting Data Processor’s processing of Personal Data shall only encompass the processing that is necessary so that the Subcontracting Data Processor can fulfil the Master Agreement with the Data Processor, and the processing that is necessary so that the Data Processor can fulfil the Service Agreement with the Data Controller.  
The Subcontracting Data Processor Agreement may be revised as required for adaptation to mandatory statutory provisions, interpretations of the GDPR and the Personal Data Protection Legislation.

3. [bookmark: _Toc512488842][bookmark: _Ref506220538]Description of processing activities

	What Personal Data is processed
	Type of persons 
	Grounds for processing

		 
	



	· Employee
· Supplier
· Patient
· Next of kin
· Former employee
· Employee of a partner company
· Other
	· Statutory authority
· Consent
· Contract
· Other



	Purpose and nature of the processing  

	 



	Processing location

	Norway
EU/EEA country, which:
EU/EEA country with an agreement with the EU, which: 
Other countries: 




4. [bookmark: _Toc512488843]Relationship between the Subcontracting Data Processor Agreement and the Master Agreement
If a decision is made to make amendments to the Regional and Internal Management System for Information Security that are of importance to the processing in accordance with this Subcontracting Data Processor Agreement, the Subcontracting Data Processor shall be notified of this.   
4.1. [bookmark: _Toc512488844]Document hierarchy
The Parties agree that if there is a conflict or a conflict arises between the Master Agreement and this Subcontracting Data Processor Agreement, then the provisions of this Subcontracting Data Processor Agreement shall take precedence. 
5. [bookmark: _Ref505759384][bookmark: _Toc512488845]Role and responsibility of the Subcontracting Data Processor
The Subcontracting Data Processor has an independent responsibility to ensure that the processing of Personal Data is in compliance with
a) the Health Register Act (No. 43 of 20 June 2014), Patient Medical Records Act (No. 42 of 20 June 2014) and Personal Data Act (No. 31 of 14 April 2000) and the Personal Data Regulations (No. 1265 of 15 December 2000) and any acts or regulations that replace these, including legislation that implements the EU General Data Protection Regulation 2016/679 (GDPR) into Norwegian law

b) the Code of Conduct[footnoteRef:2] [2:  The Code of Conduct for information security in the healthcare and care services] 


c) regional[footnoteRef:3] and internal[footnoteRef:4] management system for information security, and [3:  Common regional management system for information security ]  [4:  Sykehuspartner ISMS] 


d) this Subcontracting Data Processor Agreement  

In addition, the Subcontracting Data Processor shall ensure that the Data Processor achieves his ultimate purpose of protecting the rights of the data subjects in accordance with the Personal Data Protection Legislation, through, for example
a) [bookmark: _Ref505762179]carrying out the necessary technical and organisational security measures stated in the Personal Data Protection Legislation and complying with the requirements that follow from this Subcontracting Data Processor Agreement

b) ensuring that the Personal Data that is processed is kept separate from the data of other parties

c) being able to document the system and routines for the processing of Personal Data, including, but not limited to, a description of the routines for authorisation and use, as well as technical and organisational security measures

d) [bookmark: _Ref505762247]notifying the Data Processor without undue delay if the Subcontracting Data Processor has reason to believe that the Data Controller’s instructions are in contravention of the Personal Data Protection Legislation

e) assist the Data Processor on request with handling inquiries from data subjects concerning their rights in accordance with the Personal Data Protection Legislation

f) assist with assessing the privacy consequences in accordance with the Personal Data Protection Legislation if it is probable that a type of data processing will entail a high level of risk with respect to the rights and obligations of the data subjects

g) [bookmark: _Ref505762190]keep a record of their own processing activities in accordance with the Personal Data Protection Legislation, including the processing activity categories, use of subcontractors, transmission outside of the EEA area, and a description of the procedures for authorisation, authentication and use

h) be able to present the documentation mentioned in c) and g) to the Data Processor, Data Controller, Norwegian Data Protection Authority, Norwegian Board of Health Supervision and other supervisory authorities

Under no circumstances is the Subcontracting Data Processor entitled to process Personal Data or other data that belongs to the Data Controller for his own purposes, and beyond the purposes that are stated in the Subcontracting Data Processor Agreement and Master Agreement. 
The Subcontracting Data Processor’s assistance in connection with the above shall be provided free of charge. 
6. [bookmark: _Toc512488846]Subcontracting Data Processor’s information security requirements
6.1. [bookmark: _Toc512488847]Technical and organisational measures
The Subcontracting Data Processor shall ensure that technical and organisational measures are in place to ensure and demonstrate that the processing is being carried out in compliance with the Personal Data Protection Legislation, Subcontracting Data Processor Agreement and Master Agreement, as well as the Regional and Internal Management System for Information Security. 
The Subcontracting Data Processor shall carry out suitable technical and organisational measures to achieve a level of safety that is appropriate in relation to the level of risk associated with the processing.  
Such technical and organisational measures shall whenever relevant, include as a minimum, but not be limited to, measures to:
a) Pseudonymise and encrypt Personal Data, including the encryption of data communications that contain sensitive personal data, as well as health and personal data in accordance with the applicable regulations if such data is, for example, to be transmitted to an external network 
b) Ensure the ability to maintain the confidentiality, integrity, availability and robustness of the processing systems and services
c) Ensure the ability to restore the availability of and access to Personal Data at the right time if a physical or technical event occurs 
d) Ensure that a process is in place for regular testing, analysis and evaluation of how effective the technical and organisational security measures for the processing are
e) Prevent that computer systems that process Personal Data are used or provide access to Personal Data to persons who are not authorised, including access to reading, copying, modifying or deleting Personal Data without authorisation
f) Ensure that there is an event log for all access to and use of the system in accordance with the laws and regulations, including requirements for the logging of remote access events
6.2. [bookmark: _Ref506217882][bookmark: _Toc512488848]Technical security requirements
The following minimum technical security requirements shall be implemented when relevant:
a) Access to services and data in the network shall be based on individual user codes and passwords.

b) Only authorised employees shall have access to Personal Data.

c) All access to Personal Data shall be logged.

d) Health Data shall be protected from negligent disclosure. There shall be technical measures in place to prevent that Personal Data can be moved out of secure zones or from an approved storage site.

e) Security shall be maintained during remote operation. An encrypted VPN connection shall be used and simultaneous Internet access shall be blocked. Equipment that is used in connection with remote access shall not be used by friends, family or other unauthorised parties.

f) Level 2 authentication shall be used if the access is through an unsecured network.

g) Communication shall be secured by encryption if it is over an unsecured network.

6.3. [bookmark: _Toc512488849]Access control requirements
The Subcontracting Data Processor shall have routines for access authorisation and management that ensure that only the employees of the Subcontracting Data Processor who have a genuine need for access to the system and the Personal Data have access. The access level shall be in accordance with a genuine need related to performance of the delivery.
The Subcontracting Data Processor shall have a list of his own personnel who are authorised for access to the data and services related to the Master Agreement. It shall be possible to present such a list to the Data Processor and/or Data Controller on request.
If the Data Processor and/or Data Controller have objections to the fact that one or more named persons have physical and/or electronic access to the system, their authorisation shall be revoked.
The Subcontracting Data Processor shall have routines and the technical opportunity to delete, restrict or transmit to other parties a data subject’s data pursuant to the Personal Data Protection Legislation if the data subject so requests.
The Subcontracting Data Processor shall use a temporary password or similar device. It shall be possible to change/block the passwords immediately, including when there is no longer any need for access.
6.3.1. [bookmark: _Ref506217893][bookmark: _Toc512488850]Physical security requirements
The Subcontracting Data Processor shall have an access control system with access cards and personal codes or a similar device. 
[bookmark: _GoBack]Access to restricted areas, such as an operations centre or server room, shall be based on a genuine need. 
Access control with locked doors shall be used for the following types of premises: data centres or server rooms, IT premises (operations/support), premises with IT-related equipment (switching matrices, switches/routers), etc. 
6.4. [bookmark: _Toc512488851]Risk assessment in the event of changes to the data processing
Any modification of the data processing by a Subcontracting Data Processor that has or may be of importance to information security shall be risk assessed and approved by the Data Processor and Data Controller before the modification is implemented, possibly with additional measures, as instructed by the Data Processor.
7. [bookmark: _Ref505706006][bookmark: _Toc512488852]Notification and assistance in the event of non-compliance
If there is knowledge of a breach of the personal data security, including unauthorised disclosure or access to Personal Data, the Subcontracting Data Processor shall notify the Data Processor without undue delay and immediately implement measures to remedy (close) the non-compliance and limit any harmful effects. If it is necessary to clarify what has occurred, the Subcontracting Data Processor shall cooperate with the relevant public authorities.
The Subcontracting Data Processor shall notify the Data Processor and Data Controller if any instructions are in contravention of the Personal Data Protection Legislation in Norway or in the EEA area.
The Data Processor’s data protection officer shall be notified at the same time.
7.1. [bookmark: _Toc512488853]Content of the notification
The Subcontracting Data Processor shall issue a notice to report the non-compliance to the Data Processor, and this notice must include the following
a) submitter’s organisation no., name, address, postal code and place

b) the non-compliance, including an explanation of the cause, time period, time when the non-compliance was detected, how many may have been effected by the non-compliance, what type of personal data was affected, etc.
 
c) consequences for the affected persons, and

d) measures that have been implemented and planned to prevent recurrence of the incident

As an alternative to the requirements above, the Norwegian Data Protection Authority’s applicable non-compliance form at any given time may be used to report the non-compliance.    

8. [bookmark: _Ref505704509][bookmark: _Toc512488854]Confidentiality
The employees of the Subcontracting Data Processor and others who act on behalf of the Subcontracting Data Processor in connection with the processing of Personal Data in accordance with this Subcontracting Data Processor Agreement are subject to a duty of confidentiality. 
This duty of confidentiality applies to all confidential data, the personal affairs of any individual, security-related and commercial affairs and information that may harm one of the Parties or that can be exploited by external parties for business purposes. 
The Subcontracting Data Processor shall ensure that anyone who processes Personal Data is familiar with the duty of confidentiality and has signed an adequate non-disclosure agreement. Employees who have access to Health Data shall be subject to a duty of confidentiality pursuant to Section 17 of the Health Register Act. 
This duty of confidentiality remains in force after the termination of the Subcontracting Data Processor Agreement.
The Parties undertake to take the necessary precautions to ensure that materials and data are not disclosed to unauthorised individuals, and to submit documentation of such precautions on request.
9. [bookmark: _Toc512488855]Subcontracting Data Processor’s use of subcontractors
The Subcontracting Data Processor may not use subcontractors to process Personal Data, including the transmission of Personal Data to subcontractors, without the completion of the following:
a) Data Controller has approved the risk assessment
b) Data Controller has approved use of the subcontractor in writing
c) A separate written agreement has been entered into with the subcontractor, which includes requirements and obligations that correspond to those that follow from this Subcontracting Data Processor Agreement 

The Subcontracting Data Processor is responsible for the performance of tasks by subcontractors just as if the Subcontracting Data Processor had performed the tasks himself. The Subcontracting Data Processor’s subcontractors shall be bound by the same contractual and statutory obligations as the Subcontracting Data Processor is subject to in accordance with this Subcontracting Data Processor Agreement, through separate data processor agreements.
The Subcontracting Data Processor shall ensure that any subcontractors have been informed about and actively undertake to observe the statutory duty of confidentiality. 
The Data Processor, Data Controller and other relevant supervisory authorities are entitled to information on subcontractors, including the content of data processor agreements and information on technical and organisational measures the subcontractors have implemented to comply with the Personal Data Protection Legislation. 
10. [bookmark: _Toc512488856]Area for processing and the transmission of data
The Subcontracting Data Processor shall only process Personal Data within Norway. The Subcontracting Data Processor is not entitled to transmit Personal Data to an EEA country, a third-party country outside of the EEA area, or international organisation, including outside of the EEA area, unless it is necessary in order to fulfil the Master Agreement, and only upon specific written consent by the Data Controller and under assurance that there are adequate grounds for transmission in accordance with the GDPR Art. 44-49.  
Any such transmission shall satisfy the security requirements and protection requirements for the rights of the data subjects that follow from the Subcontracting Data Processor Agreement and the Personal Data Protection Legislation.
10.1. [bookmark: _Ref505779378][bookmark: _Toc512488857]Transmission to a third-party country or international organisations
Transmission to a third-party country that has not been approved by the European Commission in accordance with the GDPR Art. 45 may only take place on the following conditions:
a) The transmission may only take place in accordance with the Personal Data Protection Legislation 
b) A risk assessment shall always be conducted and approved by the Data Controller before the transmission starts 

The Subcontracting Data Processor acknowledges that transmission to a country outside of the EEA is not a static concept related to the geographic location for the agreed provision of services in accordance with the Master Agreement, but a dynamic concept related to any data processing that is carried out in connection with this Subcontracting Data Processor Agreement. 
Provided that the Data Controller has approved transmission to a country outside of the EEA in writing, the Subcontracting Data Processor must ensure that the transmission 
a) takes place based on a decision on an adequate level of protection, by means, for example, of standard EU contracts, or

b) will be subject to other forms of necessary guarantees, or

c) will be encompassed by approved binding corporate rules
11. [bookmark: _Ref505864112][bookmark: _Toc512488858]Access, verification, audits, etc. 
The Data Processor may at any given time request access to and verification of the Subcontracting Data Processor’s processing of Personal Data for the Data Processor, including, but not limited to, documentation of the fulfilment of the information security requirements and internal control system. 
The right to access applies to all technical, organisational and administrative factors that are relevant to the security of the service, including, but not limited to
a) relevant documentation, including test documentation

b) interviews and meetings with the employees of the Subcontracting Data Processor for verification purposes, and 

c) documentation related to security monitoring of network traffic and server activity

Whenever possible, the Data Processor shall give the Subcontracting Data Processor reasonable notice of a request for access and inspection, normally notice of at least 30 days. For a request for access to documents, normally notice of at least 14 days shall be given. The access and inspection may be carried out by the Data Processor or a third party.
The Subcontracting Data Processor shall give the Norwegian Data Protection Authority and other relevant supervisory authorities the same access as mentioned above.
The Subcontracting Data Processor Agreement may be revised as required for adaptation to mandatory statutory provisions and interpretations of the GDPR that necessitate such revision.
The Subcontracting Data Processor shall correct any non-compliance that is identified without undue delay through revision, and he shall report in writing on any corrective actions and implementation plans.
12. [bookmark: _Ref505705649][bookmark: _Toc512488859]Duration and termination
The Subcontracting Data Processor Agreement takes effect from when it is signed and is valid for as long as the Subcontracting Data Processor processes or has access to Personal Data on behalf of the Data Controller. 
The Data Processor may choose to stop further processing at any given time, or request that the processing method used at the Subcontracting Data Processor for the Personal Data be changed.
12.1. [bookmark: _Toc512488860]Termination
Prior to the termination of the Subcontracting Data Processor Agreement, the Subcontracting Data Processor shall prepare for and contribute to the transmission (return) of all the data that the Subcontracting Data Processor processes on behalf of the Data Processor. The Parties will agree in more detail on how the transmission will specifically take place. 
After the data has been transmitted to the Data Processor, and he has confirmed receipt of the data, the Subcontracting Data Processor shall delete all the data in his system. The deletion requirement applies also to backup copies of Personal Data from the period of time after the ordinary processing ended until the return has been completed. 
The Subcontracting Data Processor shall give the Data Processor written confirmation that the information has been transmitted and deleted as stated above.
If the Subcontracting Data Processor has entered into an agreement with a subcontractor, the subcontractor’s data processing shall end no later than at the same time as this Subcontracting Data Processor Agreement, and the Subcontracting Data Processor shall ensure that the subcontractor fulfils his obligation to delete etc. in the same manner as the Subcontracting Data Processor.
13. [bookmark: _Toc512488861]Breach of contract
In the event of the Subcontracting Data Processor’s breach of this Subcontracting Data Processor Agreement, the Subcontracting Data Processor shall implement measures to remedy the breach without undue delay.
The Subcontracting Data Processor shall indemnify the Data Processor against any costs, expenses (including the costs of legal assistance), damage, losses (including indirect losses), obligations, claims, lawsuits, acts or legal actions that the Data Processor may face as a result of the Subcontracting Data Processor’s breach of the Personal Data Protection Legislation, breach of special legislation, or breach of the Personal Data Security.
The GDPR Art. 82 will apply to liability for material or non-material damage to one or more registers.
13.1. [bookmark: _Toc506723599][bookmark: _Toc512488862]Material breach
In the event of a material breach, the Subcontracting Data Processor Agreement may be terminated with immediate effect.
In accordance with this Subcontracting Data Processor Agreement, the following shall always be regarded as a material breach:
a) non-compliance or an information security failure that results in Personal Data going astray or being unlawfully disclosed to a third party, corrupted or otherwise damaged 

b) failure to comply with the Data Controller or the Data Processor's security and information requirements, as well as express instructions given in accordance with this Subcontracting Data Processor Agreement 

c) transmission of Personal Data or Health Data to a third party without an express agreement, and 

d) failure to close defined non-compliance in the Subcontracting Data Processor’s information security 
14. [bookmark: _Toc512488863]Resolution of disputes
The Subcontracting Data Processor Agreement is governed by Norwegian law, and the Parties accept the Oslo District Court as their court of venue. 
15. [bookmark: _Toc512488864]Contact persons
The following contact persons have been appointed in connection with this agreement:
· for the Subcontracting Data Processor 
Name:		
			Position:	
			E-mail:	
			Telephone:	
· for the Data Processor
 Name:		
			Position:	
			E-mail:	
			Telephone:



16. [bookmark: _Ref506559144][bookmark: _Toc512488865]Signatures
This Subcontracting Data Processor Agreement has been executed in two (2) counterparts, one of which is to be retained by each of the parties.

Place: ___________________, __/__/____.


____________________			_______________________	 
Data Processor (signature)			Subcontracting Data Processor (signature)

____________________                                         _______________________
(in block letters) 				(in block letters)

Position: _________________ 			Position: _________________
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