Site-to-site VPN

® General
® VPN forms
® (Vendor A)

General

An external party that needs machine-to-machine access to the OPS Platform can request site-to-site VPN if they cannot connect via the toll plaza network.

The following VPN forms shall be used.

VPN forms

(Vendor A)
Parameter Value Provided by Vendor A
General
AutoPASS OPS gateway _
External party's gateway (IP address)
Preshared key Send via SMS to: (phonenumber)
IKE Version IKEV2

Phase 1 Proposal

Encryption AES256
Authentication SHA256
Keylife 86400
NAT Traversal No

Dear Peer Detection No

Phase 2 Proposal

Encryption AES256
Authentication SHA256
Replay detection

Perfect Forward Secrecy (PFS) Yes

DH Group _
Keylife 3600

Domain

AutoPASS OPS source addresses _

External party's source addresses | (IP addresses)





